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NEW QUESTION 1
- (Exam Topic 1)
Which two types of authentication mechanisms can be used by VRRP for security? (Choose two.)
A. SHA-1
B. MD5
C. SHA-256
D. plaintext authentication
E. PEAP
Answer: BD

NEW QUESTION 2
- (Exam Topic 1)
A network engineer is implementing virtualization into the enterprise network. Which system should be used to address policy enforcement at the distribution
layer?
A. Cisco IOS based firewall
B. multilayer switches
C. integrated firewall services
D. identity services engine
E. intrusion protection systems
Answer: C

NEW QUESTION 3
- (Exam Topic 1)
During the design of a new data center, a company requires that access switches be placed only in network racks. Which switch layout must be used?
A. centralized
B. integrated
C. top of rack
D. end of row
Answer: D

NEW QUESTION 4
- (Exam Topic 1)
When designing data centers for multitenancy, which two benefits are provided by the implementation of VSAN and zoning? (Choose two)
A. VSAN provides a means of restricting visibility and connectivity among devices connected to a zone
B. VSANs have their own set of services and address space, which prevents an issue in one VSAN from affecting others
C. Zones provide the ability to create many logical SAN fabrics on a single Cisco MDS 9100 family switch
D. VSANs and zones use separate fabrics
E. Zones allow an administrator to control which initiators can see which targets
Answer: DE

NEW QUESTION 5
- (Exam Topic 1)
Which two options are features of a scalable cluster design utilizing Cisco ASA firewalls? (Choose two)
A. Each cluster supports up to 10 ASA devices.
B. The design supports up to 100 Gbps of aggregate traffic.
C. Each member of the cluster can forward every traffic flow.
D. The design supports up to 1 Terabyte of aggregate traffic.
E. The ASA cluster actively load balances traffic flows.
Answer: BC

NEW QUESTION 6
- (Exam Topic 1)
Which two features provide resiliency in a data center? (Choose two.)
A. Cisco FabricPath
B. VTP
C. encryption
D. vPC
E. VRF
Answer: AD

NEW QUESTION 7
- (Exam Topic 1)
On which two types of links should routing protocol peerings be established according to best practice? (Choose two.)
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A. distribution links
B. end user links
C. transit links
D. core links
Answer: CD
Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/HA_campus_DG/hacampusdg.html#wp110

NEW QUESTION 8
- (Exam Topic 1)
An engineer wants to assure that host can locate routers that can be used as a gateway to
reach IPbased devices on other networks. Which first hop redundancy protocol accomplishes this goal?
A. VRRP
B. GLBP
C. IRDP
D. HSRP
E. GSLB
Answer: C

NEW QUESTION 9
- (Exam Topic 1)
A customer with a single Cisco Adaptive Security Appliance wants to separate multiple segments of the ecommerce network to allow for different security policies.
What firewall technology accommodates these design requirements?
A. Routed mode
B. Virtual-context
C. Transparent mode
D. Virtual private network
E. private VLANs
F. admission control
Answer: B

NEW QUESTION 10
- (Exam Topic 2)
Which option simplifies encryption management?
A. GET VPN
B. MPLS VPN
C. IPsec VPN
D. CISCO Easy VPN
E. GRE
Answer: A

NEW QUESTION 11
- (Exam Topic 2)
AConsultant has been tasked with QoS design. The customer has specified that for the application end-to-end bandwidth has to be specified. With what can you
accomplish this?
A. IntServ with RSVP
B. DiffServ
C. CoS markings
D. DSCP markings
Answer: A

NEW QUESTION 12
- (Exam Topic 2)
What is the preferred protocol for a router that is running an IPv4 and IPv6 dual stack configuration?
A. IPX
B. Microsoft NetBIOS
C. IPv6
D. IPv4
Answer: C

NEW QUESTION 13
- (Exam Topic 2)
What is one function of key server in Cisco GETVPN deployment?
A. sending the RSA certificate
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B. providing preshared keys
C. maintaining security polices
D. providing the group ID
Answer: C
Explanation:
Key server is responsible for maintaining security policies, authenticating the GMs and providing the session key for encrypting traffic. KS authenticates the
individual GMs at the time of registration. Only after successful registration the GMs can participate in group SA.
https://www.cisco.com/c/en/us/products/collateral/security/group-encrypted-transportvpn/deployment_guide_c0

NEW QUESTION 14
- (Exam Topic 3)
An engineer is designing a network with OSPF and must filter ingress routes form a partner network that is also running OSPF. Which two design options are
available for this configuration? Choose two
A. Use a different routing protocol such as EIGRP between the networks
B. Configure a different OSPF area that would prevent any unwanted routes from entering the network
C. Use a distribution-list in the OSPF process to filter out the routes
D. Use access list on the ingress interface to prevent the routes from entering the network
E. Design a filter using prefix list to ensure that the routes are filtered out at the redistribution point
Answer: CE

NEW QUESTION 15
- (Exam Topic 3)
Which of this is true of IP addressing with regard to VPN termination?
A. IGP routing protocols will update their routing tables over an IPsec VPN
B. Termination devices need routable addresses inside the VPN
C. Addressing design need to allow for summarization
D. Designs should not include overlapping address spaces between sites, since NAT is not supported
Answer: C
Explanation:
Best design practices say the VPN design should allow for summarization. With regards to D - sometimes you cannot avoid overlapping addresses as this is what
is configured at client's end, and the only option is to hide the overlapping subnet behind NAT - based on experience (The author of this remark has 50x VPN
tunnels and majority of them is using NAT, even if the subnet doesn't overlap, we want to hide our real IPs behind something else - extra security)

NEW QUESTION 16
- (Exam Topic 3)
Which protocol should be run on the LAN side of two edge routers (that are terminating primary and backup WAN circuits) to provide quick failover in case of
primary WAN circuit failure?
A. VTP
B. STP
C. VRRP
D. RIP
Answer: C

NEW QUESTION 17
- (Exam Topic 3)
An engineer is designing an infrastructure to use a 40 Gigabit link as the primary uplink and a 10 Gigabit uplink as the alternate path. Which routing protocol allows
for unequal cost load balancing?
A. OSPF
B. RIP
C. EIGRP
D. BGP
E. IS-IS
Answer: C

NEW QUESTION 18
- (Exam Topic 3)
Which of the following is a result when designing multiple EIGRP autonomous systems within the Enterprise Campus network?
A. Improves scalability by dividing the network using summary routes at AS boundaries
B. Decreases complexity since EIGRP redistribution is automatically handled in the background
C. Reduces the volume of EIGRP queries by limiting them to one EIGRP AS
D. Scaling is improved when a unique AS is run at the Access, Distribution, and Core layers of the network
Answer: A
Explanation:
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Chapter 2 of CiscoPress CCDP fourth edition clearly says (there is even a test at the end of the chapter) that introducing additional ASes won’t reduce the volume
of EIGRP queries as these will be forwarded across the ASes.

NEW QUESTION 19
- (Exam Topic 3)
What are the two methods of ensuring that the RPF check passes? (Choose two)
A. implementing static mroutes
B. implementing OSPF routing protocol
C. implementing MBGP
D. disabling the interface of the router back to the multicast source
E. disabling BGP routing protocol
Answer: AC
Explanation:
The router determines the RPF interface by the underlying unicast routing protocol or the dedicated multicast routing protocol in cases where one exists. An
example of a dedicated multicast routing protocol is MP-BGP.
It is important to note that the multicast routing protocol relies on the underlying unicast routing table. Any change in the unicast routing table immediately triggers
an RPF recheck on most modern routers. Having OSPF routing protocol in place won’t really ensure that the RPF check passes.
Let’s say we have implemented OSPF routing protocol within the topology below (have a look at the URL below), “R3” knows the best path to 1.1.1.0/24 is via
interface F0/0 but “R3” receives multicast packet from source server (1.1.1.1/24) on interface S0/0. The RPF will fail. We can get this fixed by implementing static
mroutes (static multicast-routes) to force multicast traffic to go back via interface S0/0 (ip mroute 0.0.0.0 0.0.0.0 s0/0)
Having unicast routing protocol (OSPF, EIGRP, BGP, RIP, IGRP, IS-IS etc) won't necessarily mean the RPF will succeed but having a multicast routing protocol
(Multipoint BGP) or dedicated multicast static routes (mroutes) will. The only which I still have is that if the multicast
routing protocol relies on the underlying unicast routing table (OSPF) how does it ensure that the RPF check passes.
https://supportforums.cisco.com/t5/network-infrastructure-documents/multicast-rpf-recovery-using-staticmultica routing/ta-p/3139007

NEW QUESTION 20
- (Exam Topic 3)
A company must acquire register IP address space from a regional Internet authority and multihome the Internet connection to multiple Internet service providers
Due to limited IPv4 address availability the company was able to allocate only a /24 address block Which method must be used to ensure that the primary data
center receives all traffic unless it is offline?
A. BGP: AS prepend at the secondary DC.
B. EIGRP: Advertise two 125 address blocks to each ISP at the primary DC and a /24 at the secondary DC.
C. BGP: Advertise two /25 address blocks to each ISP at the secondary DC and a 124 at the primary DC.
D. OSPF: AS prepend at the secondary DC.
Answer: A

NEW QUESTION 21
......
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